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The following materials supplement my audiobooks. First, | list
citations for cases listed in my books. Next, | supply sample
geofence and tower dump search warrant forms. Thank you for
listening to my books! Feel free to contact me if you have any
questions.
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Search Warrant Forms

Here are the sample geofence and tower dump search warrant
forms:

A. GEOFENCE SEARCH WARRANT FORMS

1. First Stage Application For “Anonymized” List of Devices Within the Geofence

Area
IN THE CIRCUIT COURT OF SCOTT COUNTY
STATE OF MISSOURI
STATE OF MISSOURI
COUNTY OF SCOTT

APPLICATION FOR SEARCH WARRANT




I, [Affiant’s name and title], upon my oath, being duly sworn, state that I have
personal knowledge of the matters set forth below and state to the court as follows:

1. NOTICE: This warrant application seeks judicial authorization for the
disclosure of reverse-location information of electronic devices near a crime at or near
the time of the crime. If authorized, the warrant allows law enforcement to obtain
historical location information of all devices within the area described in the warrant
during the specified time from entities in possession of the relevant data. The
electronic devices captured in the warrant may be owned or used by both alleged
criminal perpetrators and individuals not involved in the commission of a crime. For
this reason, any warrant must require the anonymization of all devices associated with
the reverse-location information until further order of the court.

2. On the basis of the following, I believe there is probable cause that [suspect’s
name or otherwise describe unknown suspect(s)] has/have committed the crime(s) of
[list crime names with statutory citations] in Scott County, Missouri, and that evidence
of that/those crime(s) is located at the following location:

Google, Inc.

Attn: Custodian of Records

1600 Amphitheatre Parkway

Mountain View, CA 94043

Phone Number: (844) 383-8524

E-mail Address: uslawenforcement@google.com

Web Portal: lers.google.com

For the following information:

(1) Google shall query location history data based on the Initial Search
Parameters (as described below).

(2) For each location point recorded within the Initial Search Parameters,
Google shall produce anonymized information specifying the corresponding
unique Reverse Location Obfuscated IDs of all location data, whether derived from
Global Positioning System (GPS) data, cell site/cell tower triangulation/trilateration,
Bluetooth beacons, precision measurement information such as timing advance or
per call measurement data, and Wi-Fi location, including the GPS coordinates,
estimated radius, and the dates and times of all location recordings (with captured
time zone), data source and device type (platform), during the date and time
period associated with specific Reverse Location Obfuscated IDs (the “Anonymized
List”).



mailto:uslawenforcement@google.com
http://lers.google.com

(3) When two or more location points are identified in the Initial Search
Parameters, Google shall ensure the exact same Reverse Location Obfuscated ID
alphanumeric identifier is used between the two or more locations. This will
ensure investigators can cross-reference the multiple locations in order to
determine if the exact same Reverse Location Obfuscated IDs are present at the
two or more locations.

3. Tam [Affiant's occupation goes here. Include a discussion of relevant training
and experience.]. 1am one of the officers assigned to the investigation of this/these
crime(s).

4. The investigation shows [Explain why there is probable cause to believe that
the crime(s) were committed and detail the location of each scene with precise latitude/
longitude.]

5. Certain facts about cellular telephone use are relevant to this investigation.
The Pew Research Center’s Internet and Technology Unit has tracked the prevalence
of cell phone ownership. Their survey conducted from January 25, 2021 to February
8, 2021 found that fully 97% of adults living in the United States own a cell phone.
Urban dwellers reported cell phone ownership at a slightly higher rate, 98%. When
broken down by age category, the numbers are even higher. Pew Research Center’s
data shows that in the United States, 100% of adults aged 18 to 29 and 30 to 49
reported owning a cell phone.

6. There is probable cause to believe that the perpetrator of the crime(s)
described above owns and uses a cellular phone because of the prevalence of cell
phones as shown by the Pew study(.) (and because [Here add any additional facts
showing probable cause the perpetrator had a phone, such as he was seen on surveillance
recording holding a phone or multiple suspects were involved, suggesting, based on your
training and experience, that they were using phones to communicate.]).

7. There is also probable cause to believe, for the reasons detailed below, that
Google has collected data on the usage of the perpetrator’s phone.

8. Certain facts about Google are relevant to this investigation. Google’s on-line
resources, including their Terms of Service, Privacy Policy, and Transparency Report,
and other on-line resources, contain the following information:

(1) All mobile devices rely on an operating system to control the basic functions
of the device and to provide a platform for other third party applications to run on.
Currently Android and Apple’s iOS are the dominant operating systems on the mobile
market. In 2005, Google LLC purchased Android, Inc. The Android operating system
was commercially released in 2008.



(2) When a customer activates a mobile communication device that runs on the
Android operating system they are required to pair the device to a Google account. As
part of their terms of service, Google then collects location data from that mobile
communications device.

(3) Google also offers many other electronic services, including e-mail through
Gmail; the popular Google Maps navigation application; cloud storage via Google
Drive; digital wallet/financial services via Google Wallet; internet-based voice calling
and text messaging via Google Voice; the YouTube video system; and the Google+
social media platform. These services can be accessed by any mobile device,
including those running other operating systems, such as Apple i0S. Google also
collects location data from the devices using these services, including Apple devices.

(4) This location data can include implicit location information. For example, if
a user searches for “Eiffel Tower,” Google will log that information and may infer that
the user may like to see information for places near Paris. Google can then use that
inference to provide targeted advertisements about those places.

(5) The location data can include precision location data from the handset’s
GPS unit. Typically, the user must grant applications specific permission to transmit
the device’s precise location, but many of Google’s most popular products, such as the
Google Maps navigation program, require access to the device’s location to function.
When a customer uses these applications, the precision location data is transmitted to
Google.

(6) The location data can also include cellular location data which is obtained
from cellular towers the device detects. This interaction with the cellular network
occurs automatically as the device ensures it can always make or receive phone calls
and text messages. No user input is required for this to occur, and in fact there are
very limited ways for a user to stop this activity, such as powering off the device.

(7) Google also collects Wi-Fi access point location data. As part of a Wi-Fi
enabled device’s function, the device will regularly send “probe requests” attempting
to discover any Wi-Fi networks in the area. The Wi-Fi access point then sends back a
“probe response” to the mobile device. This probe response includes the network’s
name (SSID) and the access point’s Media Access Control (MAC address). The SSID
and MAC address for each network are unique. This request and response
communication occurs automatically in the background of the device and does not
require any input from the user. The user does not have to connect to a Wi-Fi access
point for this communication and logging to occur, they only need to be in range of
the Wi-Fi network.



(8) While Google does not have a precise map of cellular towers or Wi-Fi access
points, they can use information from devices that have precision GPS enabled to log
the rough area served by different cellular towers and Wi-Fi access points. They can
then extrapolate the rough geographic location of devices that detect a particular
cellular tower or Wi-Fi access point, even if the device’s precision location feature is
disabled. Because the typical Wi-Fi access point has a range well under 100 feet, this
location data can be extremely precise.

(9) The frequency of this location data collection varies from every second to
every few seconds, or longer, depending on the device activity at the time and the
kinds of services being used.

(10) Google will assign an “anonymized” number to a device. This number is
known as a Reverse Location Obfuscated ID. Google never deletes the anonymized
Reverse Location Obfuscated ID location data. End users cannot delete the Reverse
Location Obfuscated ID location information, because it is maintained and stored in
an anonymous state.

(11) Google may not be able to provide any further information on the Reverse
Location Obfuscated ID other than the Reverse Location Obfuscated ID. If a user has
deleted their account information, all that remains is the Reverse Location Location
Obfuscated ID.

(12) Given the data Google collects, it is possible to determine what devices
were within a geographic area, such as near a crime scene, on a given date and time.

(13) When doing this, it is important to capture a timeframe before, during, and
after the relevant events. Capturing data before and after the time of the crime allows
investigators to rule out innocent devices that are in the area before the suspects
arrive and/or remain in the area after the suspects depart.

(14) Google receives and processes legal requests at the above location.

(15) From communication with others who have used this technique before,
and/or training I have received, I know that Google uses a multiple-step method for
this type of investigative technique.

(16) The first step involves designating target geographic areas and timeframes
for the search. Google provides an anonymous Reverse Location Obfuscated ID,
timestamp, coordinates, display radius, and data source, for each device within the
relevant search areas and timeframes. In this step, the only identifier Google provides
is their internal Reverse Location Obfuscated ID. There is no way for law enforcement
to identify the related user of the device with this anonymized list alone.



(17) Law enforcement will then review the anonymized list to remove devices
that were not in the location for a sufficient period of time or not there at the exact
time of the crime. Law enforcement can then focus on those Reverse Location
Obfuscated ID numbers for which probable cause exists to believe are relevant to the
criminal investigation, whether as perpetrator, witness, or victim.

(18) If multiple locations are requested, law enforcement can determine which
Reverse Location Obfuscated IDs are present in each of the target locations. For
multiple disparate scenes, given the geographic and time distance between these
locations, it is highly unlikely that the same device would be present at some or all of
these locations by mere coincidence.

(19) After reviewing the data and determining which Reverse Location
Obfuscated IDs are relevant to the investigation, law enforcement can apply for an
additional search warrant to command Google to provide the account identifiers for
the Google Accounts associated with each individual relevant Reverse Location
Obfuscated IDs. Account identifiers may include such information as the account
holder’s name, e-mail address, and/or phone number.

9. Accordingly, based on all the above information, I believe that evidence of
the above-listed crimes will be recovered in a search of anonymized location data held
by Google for the following area(s), and respectfully request, pursuant to 18 U.S.C
2703(a), 2703(b)(1)(A), 2703(c)(1)(A) and 2703(c)(2), that the Court issue a search
warrant to seize and search the following records:

(1) Google shall query location history data based on the Initial Search
Parameters (as described below).

(2) For each location point recorded within the Initial Search Parameters,
Google shall produce anonymized information specifying the corresponding unique
Reverse Location Obfuscated IDs of all location data, whether derived from Global
Positioning System (GPS) data, cell site/cell tower triangulation/trilateration, Bluetooth
beacons, precision measurement information such as timing advance or per call
measurement data, and Wi-Fi location, including the GPS coordinates, estimated
radius, and the dates and times of all location recordings (with captured time zone),
data source and device type (platform), during the date and time period associated
with specific Reverse Location Obfuscated IDs (the “Anonymized List”).

(3) When two or more location points are identified in the Initial Search
Parameters, Google shall ensure the exact same Reverse Location Obfuscated ID
alphanumeric identifier is used between the two or more locations. This will ensure



investigators can cross-reference the multiple locations in order to determine if the
exact same Reverse Location Obfuscated IDs are present at the two or more locations.

(4) Target Geographic Location #1:

The area to be searched is a “geofence” consisting of a geographical area
identified as a polygon defined by the following latitude/longitude coordinates of each
of the (four) corners connected by lines:

Point 1:

Point 2:

Point 3:

Point 4:

[NOTE: Your polygon should be drawn as narrowly as possible, ideally taking in
the area of the crime and as little else as possible. As a result, it may have more than four
sides. It might also take the form of a circle, in which case you would give the latitude/
longitude point of its center and then a radius encircling it, giving the latitude/longitude
coordinate for the length of the radius.]

The records to be searched and seized are those created within that geofence
during the following time period:

[Date and time, including time zone and daylight savings. Narrow down this
timeframe as much as possible.]

This geofence area covers the scene and timeframe of the first incident. The
area is pictured below on Google Earth:

[Cut and paste map or aerial photo of search area.]

(5) Target Geographic Location #2:

[Repeat above descriptive process for the remaining target locations. You might, for
example, have drawn a geofence for the bank robbed, and another for an area where the
robber’s car was spotted minutes later several blocks away, and another for the place
where the car was later found abandoned.]

10. After receiving the anonymized information from Google, Law enforcement
shall then review the anonymized information only to identify Reverse Locations
Obfuscated IDs that are relevant to the investigation and for no other reason. For
those Reverse Location Obfuscated IDs identified as relevant, law enforcement may
seek a supplemental warrant to Google for additional information associated with
those Reverse Location Obfuscated IDs. The remaining data shall be preserved by law
enforcement but will not be subject to further analysis or distribution without a
subsequent court order.




11. Google’s policy is, prior to responding to a search warrant, to notify
subscribers who are the subject of the warrant, unless that is prohibited by law or
court order. I ask the court to enter an order directing Google not to disclose the
existence of this warrant or application to anyone save its legal counsel for the
purpose of receiving legal advice. 18 U.S.C. 2705(b) authorizes the court to issue this
order.

12. T also ask the court to enter an order directing the receiving service
provider(s) not to disclose the existence of this warrant and application, to any save its
legal counsel for the purpose of receiving legal advice. 18 U.S.C. 2705(b) authorizes
the court to issue this order.

13. Disclosure of the information contained in this warrant or application to
any person, including the account subscriber, would contravene and frustrate the
exercise and enforcement of this warrant; endanger the life or physical safety of an
individual; risk flight from prosecution; risk destruction of or tampering with
evidence; risk intimidation of potential witnesses; and/or otherwise seriously
jeopardize an investigation.

14. In my experience, suspects who know their activity is being investigated by
law enforcement quickly change their behavior. They often stop using the social
networking sites that they had previously been using and delete incriminating
content. They also frequently flee to unknown locations, hide or destroy evidence,
and otherwise alter their behavior, taking other actions to conceal their crime and
their physical location. Suspects do this in an attempt to disrupt law enforcement’s
ongoing investigation into, or discovery of, their criminal activity. Likewise, notice to
the account user would render ineffective the court’s warrants and/or frustrate the
purpose of that warrant, which is to collect evidence of a crime.

I certify under penalty of perjury under the laws of the State of Missouri that
the foregoing is true and correct.

Affiant’s Signature

Subscribed and sworn before me this __dayof __ , 20 .
Judge’s Signature
CIRCUIT COURT JUDGE

Complaint reviewed and approved before submission to judge by:
Prosecutor’s Signature
(Assistant) Prosecuting Attorney



2. First Search Warrant Issued By Judge

IN THE CIRCUIT COURT OF SCOTT COUNTY
STATE OF MISSOURI
STATE OF MISSOURI
COUNTY OF SCOTT
SEARCH WARRANT
THE STATE OF MISSOURI TO ANY PEACE OFFICER IN THE STATE OF MISSOURI:
WHEREAS, upon the sworn written complaint made before me, there is

probable cause to believe that the crime(s) of [crime names, include statutory citations]
has/have been committed in Scott County, Missouri, and that evidence of that/those
crimes(s) is concealed in or on the below identified location.
NOW, THEREFORE, YOU ARE COMMANDED TO:
1. Search, within 10 days of this date, the place described as follows:
Google Inc.
1600 Amphitheatre Parkway
Mountain View, CA 94043
Phone Number: (844) 383-8524
E-mail Address:
uslawenforcement@google.com

Web Portal: lers.google.com

For the following information:

2. Seize if located, evidence of the above listed crime(s), including the

following records:

(1) Google shall query location history data based on the Initial Search
Parameters (as described below).

(2) For each location point recorded within the Initial Search Parameters,
Google shall produce anonymized information specifying the corresponding
unique Reverse Location Obfuscated IDs/Device IDs of all location data, whether
derived from Global Positioning System (GPS) data, cell site/cell tower
triangulation/trilateration, Bluetooth beacons, precision measurement
information, such as timing advance or per call measurement data, and Wi-Fi
location, including the GPS coordinates, estimated radius, and the dates and times
of all location recordings (with captured time zone), data source and device type
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(platform), during the date and time period associated with specific Reverse
Location Obfuscated IDs (the “Anonymized List™).

(3) When two or more location points are identified in the Initial Search
Parameters, Google shall ensure the exact same Reverse Location Obfuscated ID/
Device ID alphanumeric identifier is used between the two or more locations. This
will ensure investigators can cross-reference the multiple locations in order to
determine if the exact same Reverse Location Obfuscated IDs/Device IDs are
present at the two or more locations.

Target Geographic Location #1:

[COPY FROM APPLICATION.]

[1t is not necessary to include the map of the area.]

Target Geographic Location #2:

[Add other target locations in similar manner.]

3. Law enforcement shall then review the Anonymized List to identify Reverse

Location Obfuscated ID that are relevant to the investigation. The data may only be
analyzed to determine Reverse Location Obfuscated IDs relevant to the criminal

investigation and for no other reason. For those Reverse Location Obfuscated IDs
identified as relevant, law enforcement may seek a supplemental warrant to Google
for additional information associated with those Reverse Location Obfuscated IDs.
The remaining data shall be preserved by law enforcement but will not be subject to
further analysis or distribution without a subsequent court order.

The Court finds that notice to any person, including the subscriber(s) and
customer(s) to which the materials relate, of the existence of this warrant, would
contravene and frustrate the exercise and enforcement of this warrant, and would
endanger the life or physical safety of an individual; risk flight from prosecution; risk
destruction of or tampering with evidence; risk intimidation of potential witnesses; or
otherwise seriously jeopardize an investigation or unduly delay a trial.

Therefore the Court hereby orders, pursuant to 18 U.S.C. 2705(b), that the
service provider to whom this warrant is addressed, is prohibited for a period of 90
days, from giving notice of the existence of this warrant to any person, including the
subscriber or customer to whom the target address relates, except that the service
provider may disclose the warrant to its legal counsel for purpose of receiving legal
advice.

In addition to the above probable cause findings, the Court having received
specific and articulable facts showing that there are reasonable grounds to believe the
records or other information sought are relevant and material to an ongoing criminal



investigation hereby concludes this warrant is issued pursuant to and in compliance
with 18 U.S.C. 2703.

Promptly return this warrant to this court, together with a duly verified copy of
the inventory and return to be dealt with in accordance with the law.

A copy of the warrant and a receipt for the property taken shall be given to the
person from whom or from whose premises property it is taken. If no person is found
in possession, a copy and receipt shall be left at the premises searched.

Witness my hand this ___ day of ,20
Judge’s Signature
CIRCUIT COURT JUDGE

3. Second Application Seeking Second Warrant to Reveal Identity Information
Pertaining to Specific Devices

IN THE CIRCUIT COURT OF SCOTT COUNTY
STATE OF MISSOURI
STATE OF MISSOURI
COUNTY OF SCOTT
APPLICATION FOR SEARCH WARRANT

I, [Affiant’s name and title], upon my oath, being duly sworn, state that I have

personal knowledge of the matters set forth below and state to the court as follows:

1. Tam [Affiant's occupation goes here. Include a discussion of relevant training
and experience.]. 1 am one of the officers assigned to the investigation of this/these
crimec(s).

2. On the basis of the following, I believe there is probable cause that [Suspect’s
name or otherwise describe unknown suspect(s)] has committed the crime(s) of
[crime names with statutory citations] in Scott County, State of Missouri, and that
evidence of that/those crime(s) is located at the following location:

Google, Inc.

Attn: Custodian of Records

1600 Amphitheatre Parkway

Mountain View, CA 94043

Phone Number: (844) 383-8524

E-mail Address: uslawenforcement@google.com
Web Portal: lers.google.com
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For customer records related to the following Google Reverse Location
Obfuscated ID numbers:

[List your relevant Reverse Location Obfuscated ID numbers.]

From a search warrant given Google Reference Number [From your first
warrant return.]

3. Tam involved in an investigation into the above listed crimes. Pursuant to
that investigation, on [Date] I prepared an application in support of a search warrant.
My application was given the number [Insert warrant number from the first warrant.]
and was reviewed and approved by Judge [Name]. That application contains a
summary of the crime and my investigation and a copy is attached hereto and
incorporated herein by reference.

4. Isubsequently served that warrant on Google. Google responded with a
spreadsheet of anonymized Google Reverse Location Obfuscated ID numbers. We
analyzed the resulting data.

5. Our analysis provided us with probable cause that a specific device or
devices within the geofence area may have been carried by (a) perpetrator(s) of the
crimes. Specifically, [Explain briefly why there is probable cause to believe that the
following Reverse Location Obfuscated ID are relevant to your case.] At this point in our
investigation, we are left with only [Number] Reverse Location Obfuscated ID numbers
that appear relevant to the investigation. Those Reverse Location Obfuscated IDs are
as follows:

[List your relevant Reverse Location Obfuscated ID numbers.]

LIf you are able to map the relevant Reverse Location Obfuscated IDs, use the
following.]

[The locations that Google recorded for each of those Reverse Location Obfuscated
IDs at or near the time of the crime are indicated on the map below:

Insert map.]

6. When Google responds to a “geofence warrant” such as the one used in this
case, Google will assign an “anonymized” number to a device. This number is known
as a Reverse Location Obfuscated ID. Google never deletes the anonymized Reverse
Location Obfuscated ID location data. End users cannot delete the Reverse Location
Obfuscated location information, because it is maintained and stored in an
anonymous state.

7. Google may not be able to provide any further information on the Reverse
Location Obfuscated ID other than the Reverse Location Obfuscated ID. If a user has



deleted their account information, all that remains is the Reverse Location Location
Obfuscated ID.

8. Once law enforcement has reviewed the Anonymized List to remove Reverse
Location Obfuscated IDs that are not relevant to the investigation, and obtained a
subsequent warrant, Google can provide the identifying information for each of the
identified Reverse Location Obfuscated IDs. This typically takes the form of an e-mail
address but can include other information like the account holder’s name and/or
phone number.

9. Accordingly, based on all the above information, I believe that evidence of
the above-listed crimes will be recovered in a search of account holder information
associated with each of the below listed Reverse Location Obfuscated IDs. 1,
therefore, respectfully request that the Court issue a search warrant to seize and
search the following records:

For the Reverse Location Obfuscated ID numbers:

[List your relevant Reverse Location Obfuscated ID numbers.]

1. Allidentify and contact information, including full name, e-mail address,
physical address (including city, state and zip code), telephone numbers and other
personal identifiers;

2. Information identifying the device itself including [ME] numbers or similar
unique device identifiers;

3. All past and current usernames, and names associated with the account.

10. Google’s policy is, prior to responding to a search warrant, to notify
subscribers who are the subject of the warrant, unless that is prohibited by law or
court order. I ask the court to enter an order directing Google not to disclose the
existence of this warrant or application to anyone save its legal counsel for the
purpose of receiving legal advice. 18 U.S.C. 2705(b) authorizes the court to issue this
order.

11. Disclosure of the information contained in this warrant or application to any
person, including the account subscriber, would contravene and frustrate the exercise
and enforcement of this warrant; endanger the life or physical safety of an individual;
risk flight from prosecution; risk destruction of or tampering with evidence; risk
intimidation of potential witnesses; and/or otherwise seriously jeopardize an
investigation.

12. In my experience, suspects who know their activity is being investigated by
law enforcement quickly change their behavior. They often stop using the social
networking sites that they had previously been using and delete incriminating



content. They also frequently flee to unknown locations, hide or destroy evidence,
and otherwise alter their behavior, taking other actions to conceal their crime and
their physical location. Suspects do this in an attempt to disrupt law enforcement’s
ongoing investigation into, or discovery of, their criminal activity. Likewise, notice to
the account user would render ineffective the court’s warrant and/or frustrate the
purpose of that warrant, which is to collect evidence of a crime.

I certify under penalty of perjury under the laws of the State of Missouri that
the foregoing is true and correct.

Affiant’s Signature

Subscribed and sworn before me this __dayof __ , 20 .
Judge’s Signature
CIRCUIT COURT JUDGE

Complaint reviewed and approved before submission to judge by:
Prosecutor’s Signature
(Assistant) Prosecuting Attorney

4 The Second Search Warrant Ordering Disclosure of Identifying Information

IN THE CIRCUIT COURT OF SCOTT COUNTY
STATE OF MISSOURI
STATE OF MISSOURI
COUNTY OF SCOTT
SEARCH WARRANT
THE STATE OF MISSOURI TO ANY PEACE OFFICER IN THE STATE OF MISSOURI:
WHEREAS, upon the sworn written complaint made before me, there is

probable cause to believe that the crime(s) of [crime names, include statutory citations]
has/have been committed in Scott County, Missouri, and that evidence of that/those
crimes(s) is concealed in or on the below identified location.
NOW, THEREFORE, YOU ARE COMMANDED TO:
1. Search, within 10 days of this date, the place described as follows:
Google Inc.
1600 Amphitheatre Parkway
Mountain View, CA 94043
Phone Number: (844) 383-8524
E-mail Address:



uslawenforcement@google.com

Web Portal: lers.google.com

For customer records related to the following Google Reverse Location
Obfuscated ID numbers:

[List your relevant Reverse Location Obfuscated ID numbers.]

That were provided by Google pursuant to a search warrant given Google,
Reference Number [Insert the reference number from first warrant return.].

2. Seize if located, evidence of the above listed crime(s), including the

following records:

For the above referenced Reverse Location Obfuscated ID numbers:

1. Allidentify and contact information, including full name, e-mail address,
physical address (including city, state and zip code), telephone numbers and other
personal identifiers;

2. Information identifying the device itself including [ME] numbers or similar
unique device identifiers;

3. All past and current usernames, and names associated with the account.

The Court finds that notice to any person, including the subscriber(s) and

customer(s) to which the materials relate, of the existence of this warrant, would

contravene and frustrate the exercise and enforcement of this warrant, and would
endanger the life or physical safety of an individual; risk flight from prosecution; risk
destruction of or tampering with evidence; risk intimidation of potential witnesses; or
otherwise seriously jeopardize an investigation unduly delay a trial.

Therefore the Court hereby orders, pursuant to 18 U.S.C. 2705(b), that the
service provider to whom this warrant is addressed, is prohibited for a period of 90
days, from giving notice of the existence of this warrant to any person, including the
subscriber or customer to whom the target address relates, except that the service
provider may disclose the warrant to its legal counsel for purpose of receiving legal
advice.

In addition to the above probable cause findings, the Court having received
specific and articulable facts showing that there are reasonable grounds to believe the
records or other information sought are relevant and material to an ongoing criminal
investigation hereby concludes this warrant is issued pursuant to and in compliance
with 18 U.S.C. 2703.

Promptly return this warrant to this court, together with a duly verified copy of
the inventory and return to be dealt with in accordance with the law.
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A copy of the warrant and a receipt for the property taken shall be given to the
person from whom or from whose premises property it is taken. If no person is found
in possession, a copy and receipt shall be left at the premises searched.

Witness my hand this ___ day of ,20
Judge’s Signature
CIRCUIT COURT JUDGE

B. TOWER DUMP SEARCH WARRANT PAPERWORK
1. Tower Dump Preservation Request Letter

DATE:
TO:  Sprint/T-Mobile/AT&T/Verizon
[Complete one final form, then a separate letter is addressed to each of the four
carriers.]
[Service Provider], Legal Compliance
[Address]
[Telephone]
[Fax]
[E-mail address]
[Service website address]
FROM: [Detective Name]
[Police Department Name]
[Police Department Address]
[Telephone]
[Fax]
[E-mail address]
RE: 18 U.S.C. 2703(f) Preservation Request for Cell
Tower Records
To Whom it May Concern:

I am writing to make a formal request for the preservation of records and other
evidence. The [Agency Name] is investigating a [Crime and case number] that occurred
on [Date]. We are requesting the preservation of tower data related to this
investigation as listed below, pursuant to 18 U.S.C. 2703(f) pending further legal
process. We will subsequently provide a legally compliant search warrant to obtain
the preserved data.



You are hereby requested to preserve the below-described records that are
currently in your possession for a period of 90 days, including records stored on
backup media, in a form that includes the complete record. You are also requested
not to disclose the existence of the request to the subscriber or any other person,
other than as necessary to comply with this request. If compliance with this request
may result in a permanent or temporary termination of service to any accounts
affected by the records described below, or otherwise alert the subscriber or user of
these accounts as to your actions to preserve the referenced files and records, please
contact me before taking such actions.

This request applies to the below listed records and information associated with
the cellular telephone towers (cell towers) that “provide cellular service” to the
locations described below at the referenced dates and times.

The cell tower(s) that provide(s) service to [latitude and longitude] for [Date] and
[Time].

For all technologies (1IXRIT, EVDO, LTE) in which cellular telephones connected
to each cell tower described above during voice, sms, and data connections, the
Service Providers named in the letter are required to preserve for [Your agency] all
records and other information (not including the contents of communications) about
all communications made using the cell tower during the corresponding timeframe(s)
listed above, including the records that identify:

A. The telephone call number and unique identifiers for each wireless device in
the vicinity of the tower (“the locally served wireless device”) that registered with
the tower, including Electronic Serial Numbers (“ESN™), Mobile Electronic Identify
Numbers (“MEIN”), Mobile Identification Numbers (“MIN”), Subscriber Identity
Modules (“SIM™), Mobile Subscriber Integrated Services Digital Network Numbers
(“MSISDN”), International Mobile Subscriber Identifiers (“IMSI”), and International
Mobile Equipment Identities (“IMEI”).

B. The source and destination telephone numbers associated with each
communication (including the number of the locally served wireless device and
the number of the telephone that called, or was called by, the locally served
wireless device);

C. The date, time and duration of each communication;

D. The “sectors” (i.e., the faces of the towers) that received a radio signal from
each locally served wireless device; and

E. The type of communication transmitted through the tower (such as phone
call or text message).



F. For these devices utilizing the cell towers please provide any and all
approximate distance of those devices from the cell towers commonly referred to
but not limited as RTT or range to tower data or per call data measurement for all
technologies (IXRTT, EVDO and LTE), timing advance, true call and NELOS.

G. The MAC addresses for those connected to previous listed cell towers.

These records should include records about communications that were initiated
before or terminated after the specified time period, as long as part of the
communication occurred during the relevant time period identified.

Thank you for your immediate attention to this matter. Please contact me with
any questions.

Detective’s Signature

Detective [Name]

E-MAIL:

PHONE:

2. Application For Tower Dump Search Warrant

IN THE CIRCUIT COURT OF SCOTT COUNTY
STATE OF MISSOURI
STATE OF MISSOURI
COUNTY OF SCOTT
APPLICATION FOR SEARCH WARRANT
I, [Affiant’s name and title], upon my oath, being duly sworn, state that I have

personal knowledge of the matters set forth below and state to the court as follows:

1. NOTICE: This warrant application seeks judicial authorization for the
disclosure of reverse-location information of electronic devices near a crime at or near
the time of the crime. If authorized, the warrant allows law enforcement to obtain
historical location information of all devices within the area described in the warrant
during the specified time from entities in possession of the relevant data. The
electronic devices captured in the warrant may be owned or used by both alleged
criminal perpetrators and individuals not involved in the commission of a crime. For
this reason, any warrant must require the anonymization of all devices associated with
the reverse-location information until further order of the court.

2. On the basis of the following, I believe there is probable cause that [suspect’s
name or otherwise describe unknown suspect(s)] has/have committed the crime(s) of



[list crime names with statutory citations] in Scott County, Missouri, and that evidence
of that/those crime(s) is located at the following location:

Service provider records for the mobile telephone communication access
equipment (cell sites/towers) whose range include the specific geographical locations
listed below, during the specified dates and times, that are owned and/or maintained
by the following identified cellular service providers:

AT&T Mobility (Cingular)

National Subpoena Compliance Center
11760 US Hwy 1

North Palm Beach, FL 33408

Main: (800) 291-4952

Fax: (888) 938-4715

E-mail address: gldc@att.com

Sprint Communications

Security & Subpoena Compliance
6480 Sprint Parkway

MS: KSOPHMO216

Overland Park, KS 66251

Main: (800) 877-7330

Fax: (816) 600-3111

T-Mobile, USA/Metro PCS

Law Enforcement Relations

4 Sylvan

Parsippany, NY 07054

Main: (866) 537-0911

Fax: (973) 292-8697

E-mail address: lerinbound@t-mobile.com

Cello Partnership LLP d/b/a Verizon Wireless
Custodian of Records

180 Washington Valley Rd.

Bedminster, NJ 07921

Main: (800) 451-5242

Fax: (888) 667-0028
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E-mail: verizonlegalprocesscompliance@verizon.com

For the following date, time, and location:

[Date] and [Time Range, narrowed down as much as possible.]

[GPS COORDINATE OF SCENE)]

3. Iam [Affiant's occupation goes here. Include a discussion of relevant training
and experience.]. 1 am one of the officers assigned to the investigation of this/these
crime(s).

4. The investigation shows [Explain why there is probable cause to believe that
the crime(s) were committed and explain why there is probable cause evidence those
crimes would be located in the phone records.]

5. Certain facts about cellular telephone use are relevant to this investigation.
The Pew Research Center’s Internet and Technology Unit has tracked the prevalence
of cell phone ownership. Their survey conducted from January 25, 2021 to February
8, 2021 found that fully 97% of adults living in the United States own a cell phone.
Urban dwellers reported cell phone ownership at a slightly higher rate, 98%. When
broken down by age category, the numbers are even higher. Pew Research Center’s
data shows that in the United States, 100% of adults aged 18 to 29 and 30 to 49
reported owning a cell phone.

6. There is probable cause to believe that the perpetrator of the crime(s)
described above owns and uses a cellular phone because of the prevalence of cell
phones as shown by the Pew study(.) (and because [Here add any additional facts
showing probable cause the perpetrator had a phone, such as he was seen on surveillance
recording holding a phone or multiple suspects were involved, suggesting, based on your
training and experience, that they were using phones to communicate.]).

7. There is probable cause to believe that the perpetrator of the crime owns
and uses a cellular phone and that for the reasons detailed below, the service provider
named herein has collected data on the usage of that phone.

8. For the following section(s), I am relying on the knowledge and experience
of experts in the field who know, understand and have provided the following
information:

9. A cellular telephone (cell phone) communicates via radio waves, typically
via an antenna connected to a cellular service provider’s network. These
communications can include traditional telephone calls, voice over Internet
conversations (VoIP), text, e-mail, social media applications, and similar digital
communications. Cellular telephones are also used for taking and storing
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photographs, acquiring, creating, modifying, storing and sending documents,
pictures, notes, music, making directions to places, etc.

10. Phones have a relatively short range and will switch between different
towers as they move around. Cellular phones routinely “ping” nearby towers even if
they are not making a call, text, or data connection. They do this so that when the
phone receives an incoming call, text, or data, the cellular system knows which tower
to send the call to. Cell phone companies maintain records of what phones connect to
what towers for periods of between 6 months and up to 2 plus years depending on the
carrier. It is possible to track a cell phone by reviewing cell tower records. The
various service providers maintain their own, overlapping cell tower systems.

11. In addition to a unique telephone number, each cell phone has one or more
unique network or hardware identifiers associated with it. The unique identifiers—as
transmitted from a cell phone to a cellular antenna or tower or satellite—are like the
telephone numbers. They are unique and indicate the identity of the cell phone
making the communication without revealing the communication’s content. For
example, with respect to a cellular phone, the phone will be assigned both a unique
telephone number but also one or more other identifiers such as an Electronic Serial
Number (“ESN”), a Mobile Electronic Identity Number (“MEIN”), a Mobile
Identification Number (“MIN”), a Subscriber Identify Module (“SIM”), a Mobile
Subscriber Integrated Services Digital Network Number (“MSISDN”), an International
Mobile Subscriber Identifier (“IMSI”), or an International Mobile Equipment Identity
(“IMEI”). The types of identifiers assigned to a given cellular device are dependent on
the device and the cellular network on which it operates.

12. Providers of electronic communications services have technical capabilities
that allow the provider to collect data for usage at specific cellular towers/satellites.
Providing all of the data from a particular tower at a particular time to an investigator
is known as at “Tower Dump.” This data includes the date, time, duration, initiating
and destination numbers and addresses with which the cell phone or device
communicates as well as location information that identifies the cell towers and/or
GPS satellites that receive radio signals from particular cell phones or devices (this is
known as cell-site location information, or CSLI) and is included in what service
providers commonly refer to as “call detail data.”

13. Service providers also maintain engineering maps that show cell site tower
locations, their sectors, and their orientations. Many cell towers divide their coverage
up into multiple sectors (most often three 120 degree sectors). Where this is the case,
the provider can usually identify the sector of the tower that transmitted the



communication. Some companies can further narrow the device location within a
particular sector.

14. When a cellular telephone or other electronic device is turned on to
register its availability to receive communications on the network, or when the device
actually sends or receives communications, it will communicate with a cell tower or
satellite within its radio frequency range. As a cellular telephone moves through
geographic space, one cell tower or satellite will “hand off” the cell phone’s (or other
device’s) signal to another cell tower or satellite with greater ability to maintain the
connection. Service providers retain information about cellular telephone signals and
transactions at each tower or satellite, whether or not a particular device sent or
received any communication.

15. The data produced in response to the search warrant will not include the
content of any person’s communications. In fact, the data will provide only a list of
active cellular devices at the date and time requested without any information
regarding a subscriber’s identity or any other personally identifiable information
about a subscriber or the subscriber’s activities, travel or phone use.

16. Investigators will review the data sets produced by the response to this and
any other search warrants to identify cellular devices common to two or more of the
data sets. Given the geographical and chronological separation of the data sets
expected to be produced, if a cellular telephone appears on two or more of the data
sets, it is more likely than not that the cellular telephone’s subscriber is involved in the
[conduct of the unknown suspects in committing the crime]. Investigators will seek
subsequent search warrants, as necessary, to further positively identify the subscriber
to any cellular telephone companies’ (listed in this Affidavit) cell tower data that could
clearly identify common phone numbers used at these sites that could ultimately lead
to the identification of the suspect(s) who are sought in this investigation. Based on
the investigation to date, I believe it is reasonable to recover such data from each
respective listed provider for the following locations, at the specified dates and times.

17. Cellular service in our region is provided by only a small number of service
providers. Those service providers in our region are AT&T Mobility (Cingular), Sprint
Communications, T-Mobile, and Cello Partnership d/b/a Verizon Wireless. I
confirmed that each of these companies receive and processes legal requests at the
addresses listed above. (Note: Sprint and T-Mobile have merged but still accept legal
requests to their legacy names.)

18. This warrant does not seek any communications content. Nor does it
obtain precise location data for any device. The resulting data will only be analyzed to



determine what devices were present at the listed locations for the dates and times
listed in order to identify suspects and witnesses.

19. Based on all the foregoing information, I believe that evidence of the above-
listed crime exists in the data of each of the above-identified service providers for the
locations, dates and times outlined in this Affidavit; and that there is probable cause to
search the above-identified service provider records for evidence relating to the
identify of person or persons relevant to this investigation, including evidence that the
same cellular or digital device was in contact with the listed cell towers at the listed
longitude and latitude on the listed dates and times. The evidence includes the
following items:

(1) A “tower dump” of wireless access data, any interconnect or dispatch
service (i.e.: network access via voice calls, push-to-talk communications, text
messages or data exchange in any format—absent the content of said
communications) and/or call detail data, including locations, dates and times of
cellular tower connections (active network usage), or idle equipment connected to
the network in any way, the “sectors” (i.e., the faces of the towers) that received a
radio signal from each locally served wireless device, and other information that
will aid in determining the location of each device connected to the respective
towers during the above time and date range, which were originated, terminated
or processed through and/or registered on any cellular tower sites covering the
listed geographic locations at the listed dates and times; and

(2) Engineering maps that show coverage area for any and all cell towers which
would have covered the locations listed above on the specified dates and times,
and their physical address ID name and number; a sector cell site face map, tower
orientations, the signal strength for each tower and the theoretical wireless
coverage provided by each site; and

(3) Any records of equipment failures, maintenance or outages at these
specified locations and timeframes; and

(4) The unique identifiers for each wireless device in the vicinity of the tower
(“the locally served wireless device”) that registered with the tower, including
Electronic Serial Numbers (“ESN”), Mobile Electronic Identity Numbers (“MEIN”),
Mobile Identification Numbers (“MIN”), Subscriber Identity Modules (“SIM”),
Mobile Subscriber Integrated Services Digital Network Numbers (“MSISDN”),
International Mobile Subscriber Identifiers (“IMSI”), and International Mobile
Equipment Identities (“IMEI”) or similar unique identifier;



(5) For those devices utilizing the cell towers please provide any and all
approximate distance of those devices from the cell towers commonly referred to
but not limited as RTT or range to tower data or per call data measurement for all
technologies (IXRTT, EVDO and LTE) timing advance, true call and NELOS.

And further, that law enforcement is authorized to conduct an analysis of the
data obtained in order to locate unique device identification numbers for those
devices that appear in common in each of the data sets provided for each of the
unique geographical and temporal locations listed above. The data shall be used for
no other purpose. The remaining data shall be preserved by law enforcement but will
not be subject to further analysis without a subsequent court order.

I certify under penalty of perjury under the laws of the State of Missouri that
the foregoing is true and correct.

Affiant’s Signature

Subscribed and sworn before me this __dayof __ , 20 .
Judge’s Signature
CIRCUIT COURT JUDGE

Complaint reviewed and approved before submission to judge by:
Prosecutor’s Signature
(Assistant) Prosecuting Attorney

3. Tower Dump Search Warrant to AT&T

IN THE CIRCUIT COURT OF SCOTT COUNTY
STATE OF MISSOURI
STATE OF MISSOURI
COUNTY OF SCOTT
SEARCH WARRANT
THE STATE OF MISSOURI TO ANY PEACE OFFICER IN THE STATE OF MISSOURI:
WHEREAS, upon the sworn written complaint made before me, there is

probable cause to believe that the crime(s) of [crime names, include statutory citations]
has/have been committed in Scott County, Missouri, and that evidence of that/those
crimes(s) is concealed in or on the below identified location.
NOW, THEREFORE, YOU ARE COMMANDED TO:
1. Search, within 10 days of this date, the place described as follows:
Business records located with the custodian of records at:



AT&T Mobility (Cingular)

National Subpoena Compliance Center

11760 US Hwy 1

North Palm Beach, FL 33408

Main: (800) 291-4952

Fax: (888) 938-4715

E-mail address: gldc@att.com

2. Seize if located, evidence of the above listed crime(s), including the

following records:

Location: [GPS Coordinates of First Location]

Date and Time: [As specified in application.]

(1) A “tower dump” of wireless access data, any interconnect or dispatch
service (i.e.: network access via voice calls, push-to-talk communications, text
messages or data exchange in any format—absent the content of said
communications) and/or call detail data, including locations, dates and times of
cellular tower connections (active network usage), or idle equipment connected to
the network in any way, the “sectors” (i.e., the faces of the towers) that received a
radio signal from each locally served wireless device, and other information that
will aid in determining the location of each device connected to the respective
towers during the above time and date range, which were originated, terminated
or processed through and/or registered on any cellular tower sites covering the
listed geographic locations at the listed dates and times: and

(2) Engineering maps that show coverage area for any and all cell towers which
would have covered the locations listed above on the specified dates and times,
and their physical address ID name and number; a sector cell site face map, tower
orientations, the signal strength for each tower and the theoretical wireless
coverage provided by each site; and

(3) Any records of equipment failures, maintenance or outages at these
specified locations and timeframes; and

(4) The unique identifiers for each wireless device in the vicinity of the tower
(“the locally served wireless device”) that registered with the tower, including
Electronic Serial Numbers (“ESN”), Mobile Electronic Identity Numbers (“MEIN”),
Mobile Identification Numbers (“MIN”), Subscriber Identity Modules (“SIM”),
Mobile Subscriber Integrated Services Digital Network Numbers (“MSISDN”),
International Mobile Subscriber Identifiers (“IMSI”), and International Mobile
Equipment Identities (“IMEI”) or similar unique identifier;



mailto:gldc@att.com

(5) For those devices utilizing the cell towers please provide any and all
approximate distance of those devices from the cell towers commonly referred to
but not limited as RTT or range to tower data or per call data measurement for all
technologies (IXRTT, EVDO and LTE) timing advance, true call and NELOS.

Promptly return this warrant to this court, together with a duly verified copy of

the inventory and return to be dealt with in accordance with the law.

A copy of the warrant and a receipt for the property taken shall be given to the

person from whom or from whose premises property it is taken. If no person is found
in possession, a copy and receipt shall be left at the premises searched.

Witness my hand this ___ day of ,20
Judge’s Signature
CIRCUIT COURT JUDGE

4. Tower Dump Search Warrant to Sprint

IN THE CIRCUIT COURT OF SCOTT COUNTY
STATE OF MISSOURI
STATE OF MISSOURI
COUNTY OF SCOTT
SEARCH WARRANT
THE STATE OF MISSOURI TO ANY PEACE OFFICER IN THE STATE OF MISSOURI:
WHEREAS, upon the sworn written complaint made before me, there is

probable cause to believe that the crime(s) of [crime names, include statutory citations]
has/have been committed in Scott County, Missouri, and that evidence of that/those
crimes(s) is concealed in or on the below identified location.
NOW, THEREFORE, YOU ARE COMMANDED TO:
1. Search, within 10 days of this date, the place described as follows:
Business records located with the custodian of records at:
Sprint Communications
Security & Subpoena Compliance
6480 Sprint Parkway
MS: KSOPHMO216
Overland Park, KS 66251
Main: (800) 877-7330
Fax: (816) 600-3111



2. Seize if located, evidence of the above listed crime(s), including the

following records:

Location: [GPS Coordinates of First Location]

Date and Time: [As specified in application.]

(1) A “tower dump” of wireless access data, any interconnect or dispatch
service (i.e.: network access via voice calls, push-to-talk communications, text
messages or data exchange in any format—absent the content of said
communications) and/or call detail data, including locations, dates and times of
cellular tower connections (active network usage), or idle equipment connected to
the network in any way, the “sectors” (i.e., the faces of the towers) that received a
radio signal from each locally served wireless device, and other information that
will aid in determining the location of each device connected to the respective
towers during the above time and date range, which were originated, terminated
or processed through and/or registered on any cellular tower sites covering the
listed geographic locations at the listed dates and times: and

(2) Engineering maps that show coverage area for any and all cell towers which
would have covered the locations listed above on the specified dates and times,
and their physical address ID name and number; a sector cell site face map, tower
orientations, the signal strength for each tower and the theoretical wireless
coverage provided by each site; and

(3) Any records of equipment failures, maintenance or outages at these
specified locations and timeframes; and

(4) The unique identifiers for each wireless device in the vicinity of the tower
(“the locally served wireless device”) that registered with the tower, including
Electronic Serial Numbers (“ESN”), Mobile Electronic Identity Numbers (“MEIN”),
Mobile Identification Numbers (“MIN”), Subscriber Identity Modules (“SIM”),
Mobile Subscriber Integrated Services Digital Network Numbers (“MSISDN”),
International Mobile Subscriber Identifiers (“IMSI”), and International Mobile
Equipment Identities (“IMEI”) or similar unique identifier;

(5) For those devices utilizing the cell towers please provide any and all
approximate distance of those devices from the cell towers commonly referred to
but not limited as RTT or range to tower data or per call data measurement for all
technologies (IXRTT, EVDO and LTE) timing advance, true call and NELOS.

Promptly return this warrant to this court, together with a duly verified copy of

the inventory and return to be dealt with in accordance with the law.



A copy of the warrant and a receipt for the property taken shall be given to the
person from whom or from whose premises property it is taken. If no person is found
in possession, a copy and receipt shall be left at the premises searched.

Witness my hand this ___ day of ,20
Judge’s Signature
CIRCUIT COURT JUDGE

5. Tower Dump Search Warrant to T-Mobile

IN THE CIRCUIT COURT OF SCOTT COUNTY
STATE OF MISSOURI
STATE OF MISSOURI
COUNTY OF SCOTT
SEARCH WARRANT
THE STATE OF MISSOURI TO ANY PEACE OFFICER IN THE STATE OF MISSOURI:
WHEREAS, upon the sworn written complaint made before me, there is

probable cause to believe that the crime(s) of [crime names, include statutory citations]
has/have been committed in Scott County, Missouri, and that evidence of that/those
crimes(s) is concealed in or on the below identified location.
NOW, THEREFORE, YOU ARE COMMANDED TO:
1. Search, within 10 days of this date, the place described as follows:
Business records located with the custodian of records at:
T-Mobile, USA/Metro PCS
Law Enforcement Relations
4 Sylvan
Parsippany, NY 07054
Main: (866) 537-0911
Fax: (973) 292-8697
E-mail address: lerinbound@t-mobile.com
2. Seize if located, evidence of the above listed crime(s), including the
following records:
Location: [GPS Coordinates of First Location]
Date and Time: [As specified in application.]

(1) A “tower dump” of wireless access data, any interconnect or dispatch
service (i.e.: network access via voice calls, push-to-talk communications, text
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messages or data exchange in any format—absent the content of said
communications) and/or call detail data, including locations, dates and times of
cellular tower connections (active network usage), or idle equipment connected to
the network in any way, the “sectors” (i.e., the faces of the towers) that received a
radio signal from each locally served wireless device, and other information that
will aid in determining the location of each device connected to the respective
towers during the above time and date range, which were originated, terminated
or processed through and/or registered on any cellular tower sites covering the
listed geographic locations at the listed dates and times; and

(2) Engineering maps that show coverage area for any and all cell towers which
would have covered the locations listed above on the specified dates and times,
and their physical address ID name and number; a sector cell site face map, tower
orientations, the signal strength for each tower and the theoretical wireless
coverage provided by each site; and

(3) Any records of equipment failures, maintenance or outages at these
specified locations and timeframes; and

(4) The unique identifiers for each wireless device in the vicinity of the tower
(“the locally served wireless device”) that registered with the tower, including
Electronic Serial Numbers (“ESN”), Mobile Electronic Identity Numbers (“MEIN”),
Mobile Identification Numbers (“MIN”), Subscriber Identity Modules (“SIM”),
Mobile Subscriber Integrated Services Digital Network Numbers (“MSISDN”),
International Mobile Subscriber Identifiers (“IMSI”), and International Mobile
Equipment Identities (“IMEI”) or similar unique identifier;

(5) For those devices utilizing the cell towers please provide any and all
approximate distance of those devices from the cell towers commonly referred to
but not limited as RTT or range to tower data or per call data measurement for all
technologies (IXRTT, EVDO and LTE) timing advance, true call and NELOS.

Promptly return this warrant to this court, together with a duly verified copy of
the inventory and return to be dealt with in accordance with the law.

A copy of the warrant and a receipt for the property taken shall be given to the
person from whom or from whose premises property it is taken. If no person is found
in possession, a copy and receipt shall be left at the premises searched.

Witness my hand this ___ day of ,20_

Judge’s Signature
CIRCUIT COURT JUDGE



6. Tower Dump Search Warrant to Verizon

IN THE CIRCUIT COURT OF SCOTT COUNTY
STATE OF MISSOURI
STATE OF MISSOURI
COUNTY OF SCOTT
SEARCH WARRANT
THE STATE OF MISSOURI TO ANY PEACE OFFICER IN THE STATE OF MISSOURI:
WHEREAS, upon the sworn written complaint made before me, there is
probable cause to believe that the crime(s) of [crime names, include statutory citations]
has/have been committed in Scott County, Missouri, and that evidence of that/those
crimes(s) is concealed in or on the below identified location.
NOW, THEREFORE, YOU ARE COMMANDED TO:
1. Search, within 10 days of this date, the place described as follows:
Business records located with the custodian of records at:
Cello Partnership LLP d/b/a Verizon Wireless
Custodian of Records
180 Washington Valley Rd.
Bedminster, NJ 07921
Main: (800) 451-5242
Fax: (888) 667-0028
E-mail: verizonlegalprocesscompliance@verizon.com
2. Seize if located, evidence of the above listed crime(s), including the
following records:
Location: [GPS Coordinates of First Location]
Date and Time: [As specified in application.]
(1) A “tower dump” of wireless access data, any interconnect or dispatch

service (i.e.: network access via voice calls, push-to-talk communications, text
messages or data exchange in any format—absent the content of said
communications) and/or call detail data, including locations, dates and times of
cellular tower connections (active network usage), or idle equipment connected to
the network in any way, the “sectors” (i.e., the faces of the towers) that received a
radio signal from each locally served wireless device, and other information that
will aid in determining the location of each device connected to the respective
towers during the above time and date range, which were originated, terminated
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or processed through and/or registered on any cellular tower sites covering the
listed geographic locations at the listed dates and times; and

(2) Engineering maps that show coverage area for any and all cell towers which
would have covered the locations listed above on the specified dates and times,
and their physical address ID name and number; a sector cell site face map, tower
orientations, the signal strength for each tower and the theoretical wireless
coverage provided by each site, and

(3) Any records of equipment failures, maintenance or outages at these
specified locations and timeframes; and

(4) The unique identifiers for each wireless device in the vicinity of the tower
(“the locally served wireless device”) that registered with the tower, including
Electronic Serial Numbers (“ESN”), Mobile Electronic Identity Numbers (“MEIN”),
Mobile Identification Numbers (“MIN”), Subscriber Identity Modules (“SIM”),
Mobile Subscriber Integrated Services Digital Network Numbers (“MSISDN”),
International Mobile Subscriber Identifiers (“IMSI”), and International Mobile
Equipment Identities (“IMEI”) or similar unique identifier;

(5) For those devices utilizing the cell towers please provide any and all
approximate distance of those devices from the cell towers commonly referred to
but not limited as RTT or range to tower data or per call data measurement for all
technologies (IXRTT, EVDO and LTE) timing advance, true call and NELOS.

Promptly return this warrant to this court, together with a duly verified copy of
the inventory and return to be dealt with in accordance with the law.

A copy of the warrant and a receipt for the property taken shall be given to the
person from whom or from whose premises property it is taken. If no person is found
in possession, a copy and receipt shall be left at the premises searched.

Witness my hand this ___ day of ,20_

Judge’s Signature
CIRCUIT COURT JUDGE
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